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Abstract: Communication network is an integral part of an intelligent based fully automated smart grid system. It plays an
important role in the framework of the transition towards distribution side of the smart grid system. Power theft, Fault
detection, Overloading etc. are some of the important issues on the power distribution networks. To address these issues, a
novel Arduino based prototype model “Smart Electricity System” has been proposed in this paper. It includes global system for
mobile communication (GSM) for its effective implementation on the distribution network. Moreover another novel feature,
Advanced Metering Infrastructure (AMI) is added to the proposed model. This is the key technology deployed on the
distribution side of the smart grid system. The Uniqueness of the proposed model lies in the detection of power theft, where the
information is sent to MSEB directly via interactive model of GSM 800 and APR voice kit, in the fault detection and its
isolation by proper coordination between relay and Aurdino and in the overloading warning. Doing so, not only electricity is
conserved but also the safety of living beings and protection of electrical appliances can be achieved effectively. Modern
controllers with effective sensors are used to achieve all these issues for greater accuracy.
Keywords: Smart Grid, Communication Technology, Advanced Metering Infrastructure (AMI), Power Theft,
APR Voice Kit, GSM

1. Introduction
Today’s electric power distribution network is complex
and stressed to meet the needs of 21st century. Power theft,
fault detection, overloading etc. are certain issues which
make the distribution power sector unreliable and unsecure, a
new grid infrastructure, smart grid has been emerged to
address these issues. To exhibit the envisioned features of
power grid into reality, smart grid integrates modern sensing
technologies, control methodologies and advanced
communications. These technologies improve the efficiency,
reliability, economics and sustainability of the generation,
transmission and distribution of electricity [1-2].
Communication is a major enabling technology for the
smart grid [3]. Smart grid communication helps in improving
power quality, fostering innovations to enable new products
and services. Both wired and wireless communication
technologies should be considered for the last mile
communication access in the smart grid [4]. A comprehensive

review on the recent works on the applications of wireless
communicationtechnologies in the smart grid have been
presented in [5]. The Advanced Metering Infrastructure
(AMI) has been recognized as a key communication
mechanism in the modern power distribution network [6-8].
It offers a two way communication network connecting
millions of smart meters and sensors to utility centers. A
through literature survey ofintelligent agents (intelligent
entities) and smart grid applications of agents in the smart
gridhas beendone in [9]. A description of communication
requirements, potential applications on the SG roadmap has
been presented in [10-11]. Reference [12] develops a system
that assists in the detection of fault location with high
accuracy and can monitor faults in real time, connecting the
system responsible for managing the electric power grid
through a telecommunications network. The concept of a
high speed wireless network capable of real time monitoring
and control of both loads and distributed generation across an
isolated power system have been well presented in [13].
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Reference [14] has discussed various SG security threats and
challenges as well as giving a classification which could be
refined and constantly updated to give a better model for
addressing the security and resiliency issues right from the
source of threats. Smart grid (SG) is emerging as a new facet of
power industry. It incorporates numerous advanced technologies to
deal issues prevailing with conventional electric networks.
Considering the vision and roadmap of the Indian SG, an indicative
assessment framework has been developed and details are discussed
in [15]. Transmission and sub transmission lines are tapped to

supply loads or integrate RRs such as wind or solar farms as
medium-sized generation technologies. Modern protection
schemes based on standalone decisions are not suitable for
protecting a multitapped system with RRs at the transmission
and sub transmission levels. A key element for future energy
supply is ICT using IoE (Internet of Energy). Authors of [16]
proposes a novel scheme referred to as the iprotectionmethod, which is one of the essential factors in
producing energyreliably and efficiently by enhancing the
process of system protectionusing information technology.
In this paper, a prototype model that allows investigation
of certain major issues such as power theft, fault detection
and overloading has been proposed. Moreover, automatic
billing feature has been added to this model, for good
monitoring and billing of electricity consumption. The
proposed model consists of digital energy meter, an Arduino
(micro-controller), GSM module, APR33A3 eight channel
voice kit and current sensors. Thus altogether this smart
electricity model tries to improve efficiency, reliability and
security of the modern power distribution system.

2. Smart Grid and Communication
Technologies
The smart grid is an electric power grid that attempts to
intelligently respond to all the components with which it is
interconnected, including suppliers and consumers, in order
to deliver electric power services efficiently, reliably,
economically, and sustainably [1].
Power Grid, Intelligent Systems and Communication
Systems are the three basic blocks of smart grid. Figure 1
gives an idea of smart grid technology.
It integrates the different areas as Distributed Generation
(DG), Advanced Metering Infrastructure (AMI), Distribution
Automation (DA), Substation Automation (SA), Flexible
Alternating Current Devices (FACTS) and Demand Response
(DR). AMI is the key technology being widely deployed on
the smart grid. It provides two way communications between
customer and the utility. The smart grid introduces
communication capability into various components of the
powersystem to facilitate information exchange. The
communication system is a “backbone” of the entire smart
grid [1, 7, 10]. To meet the major smart grid communication
requirements such as security, reliability, robustness,
scalability and quality of service, both wired and wireless
communication technologies are extensively used. As

suggested in [10], power line communication, ZigBee,
WLAN, cellular technologies or the internet are few
examples of these technologies. Now a day’s cellular
technologies such as GSM, GPRS, 2G, 3G, 4G and WiMAX
are extensively used [11]. For the work presented here, GSM
technology has been used. GSM is a mobile communication
modem. It stands for Global System for Mobile
communication. It requires a SIM (Subscriber Identity
Module) card to activate communication with the network.

Figure 1. Smart Grid basic blocks [9].

3. Proposed Smart Electricity System
Model
The prototype model has been designed for the Indian
distribution power sector context, specifically for rural areas.
The attributes of this model are1) To sense the fault on transmission line and isolate the
faulty section so as to save human being as well as wild
animals from endanger situation.
2) To detect power theft that occurs on transmission line
by illicit way or any other means.
3) To provide overload warning when value of current
reaches to its high value with the help of Arduino and
thus protecting the electrical appliances.
4) To provide automatic billing by simply counting the
pulses of energy meter.
It consists of four modules to achieve the mentioned
attributes. The power theft detection module consists of two
current sensors along with GSM technology for spontaneous
messaging to the concerned higher authority and with APR
module for alarm sound. Over loading module deals with the
over loading priority which turns off the load automatically,
as per priorities settings of the consumer. This results in
saving of electricity for domestic purpose. Another module
deals with the automatic billing of household meter which
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sends energy units consumption via message to the respective
user. The last module is for fault detection. The hardware that
this model needs, is a basic Arduino kit that has been
programmed accordingly the objectives like-power theft,
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fault detection, overloading and automatic billing. GSM
technology has been extensively used for greater reliability of
the proposed model.

4. System Architecture

Figure 2. Block Diagram of Smart Electricity System.

It consists of digital energy meter, an Arduino (microcontroller), GSM module, APR33A3 eight channel voice kit,
current sensors, relays, and step down transformer and LCD
display.
4.1. Arduino

a microcontroller and is open source hardware and software
architecture shown in figure 3. It can control the smart
devices connected to it such as sensors, GSM, Bluetooth, etc.
Arduino is a preprogrammed device with boot loader that lets
the user to upload the programs as per application
requirement, into the chip flash memory.

The core of the work presented here is Arduino board. It is

Figure 3. Arduino Board.

4.2. GSM Modem
GSM Modem has the capability to send and receive SMS
to and from the system. The RS232 serial port is used for

communication with the system. It needs AT commands for
communicating with the microcontroller. This GSM Modem
can accept any GSM network operator SIM card and act just
like a mobile phone with its own unique phone number. GSM
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technology provides the benefit that the system is accessible
in remote areas.
4.3. APR Voice Kit
Figure 4 shows 8 channel APR33A3 voice recorder and
playback kit. The working voltage is 7 to 12V AC/DC on
power supply connector. Its recording time on all the 8
channels is 10 minutes.

consumer. Different types of power theft are Outright Theft,
which is accomplished by tappingan overhead line to create a
new, illegal connection, Induction Coupling, Fraud
accomplished by Bypassinga meter to prevent it from
measuring the power consumed, Tamperingwith a meter, and
concerned with Billing Issues.
In the present work, the current sensors connected at two
different points for power theft detection. These current
sensor senses the incoming and outgoing current and if any
difference occurs then the Ardiuno senses thedifferential
current value. APR module coupled with the speaker gets
activated and gives the warning buzz “theft detected”. At the
same instant, GSM module sends SMS to the MSEB
authority, so that the action against power theft would be
taken immediately. The display on LCD connected in the
model is as shown in figure 6.

Figure 4. APR voice kit.

Interface the speaker pins and power on the module, slide
the switch towards the recording option, then press and hold
the M1 button and speak near the microphone. Release the
button M1. To playback the recorder message, slide the
switch towards playback and then just click the M1 button,
the recorder message will be played. Repeat the same
procedure to record the different messages on the different
channels from M1 to M8.

5. Results and Discussions
Figure 5 shows hardware implementation of the proposed
prototype model of smart electricity system. The model has
been developed to achieve all objectives such as Power theft,
Fault detection, over loading and automatic billing.

Figure 6. Power theft detection.

Case II. Fault Detection.
The different types of the electrical faults are L-G fault,
LL-G fault, L-L fault, three phase fault. The most common
and dangerous fault that occurs in a power system is the short
circuit or shunt fault. When short circuit fault occur on the
line, the value of fault current increases to a high extent and
voltage drops. This faulty condition is sensed by the Arduino.
As fault occur on the line, value of current suddenly
increases and will be sensed by current sensors connected to
the Arduino. Arduino will provide the delay of fraction of
seconds and command the relay to trip the circuit and isolate
the faulty section. So also the fault occurrence information
will be sent to the MSEB, so that the fault can be cleared as
early as possible. In prototype model, LCD will provide the
display on LCD screen as “line faultoccur” as shown in
figure 7.

Figure 5. System Implementation Circuit diagram.

Case I. Power Theft Detection.
Power theft is a huge problem when serving power to a
Figure 7. Fault detection.
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80-90% of faults on any overhead line network are
transient in nature. The remaining 10%-20% of faults are
either semi-permanent or permanent. Transient faults are
commonly caused by lightning and temporary contact with
foreign objects. The immediate tripping of one or more
circuit breakers clears the fault. Subsequent re-energization
of the line is usually successful. A small tree branch falling
on the line could cause a semi-permanent fault. The cause of
the fault would not be removed by the immediate tripping of
the circuit, but could be burnt away during a time-delayed
trip. HV overhead lines in forest areas are prone to this type
of fault. Permanent faults, such as broken conductors, and
faults on underground cable sections, must be located and
repaired before the supply can be restored. Use of an autoreclose scheme to re-energize the line after a fault trip
permits successful re-energization of the line. Sufficient time
must be allowed after tripping for the fault arc to de-energize
prior to reclosing otherwise the arc will restrike. Such
schemes have been the cause of a substantial improvement in
continuity of supply. A typical single-shot auto-reclose
scheme can be used.
Case III. Overload Protection.
When the overload occurs on any system, the value of
current reaches to the high value which may damage the
equipments. During overload, the current exceeds the prior
set value, so Arduino can detect the overload condition and
activate the APR module which is giving the warning
“overload, please switch of the load” three times as set into
the Arduino program. Moreover, there might be possibility of
automatic switching off the load after alarming warning. The
LCD display is shown in figure 8.
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automatic billing system.

Figure 9. Automatic Billing.

6. Conclusions
Arduino based prototype model proposed in this paper
addresses major issues like power theft, overloading
protection, fault detection to achieve reliable and secure
operation of smart power distribution network. A smart grid
communication technology such as GSM has been used for
managing information flow between utility and the consumer
effectively. The addition of automatic billing feature of AMI
to this model enhances the system performance in terms of
conservation energy.
To make the proposed model more global in a present
digital scenario, IOT sensors as well as GPS technology can
be adopted in the system as a future scope. For practical
applications Arduino used in the proposed model can be
replaced by PLC-SCADA interface. Also more smart meters
and other sensors such as phasor measurement units (PMU)
can be deployed in the system. It is this smart electricity
system that will work seamlessly in an existing Indian power
distribution sector, particularly in rural areas.
Thus managing the power grid efficiently in terms of
automatic billing feature of AMI and identifying power
theft, protecting from faults and overloading are the most
important features of the proposed model. This makes the
smart power distribution network reliable, secure, flexible
and scalable.
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